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ABSTRACT

Recently, environment based authentication technique had proposed reinforced authentication, which generating statistical
model per user after user login history classifies into account takeover or legitimate login. But reinforced authentication is
likely to be attacked if user was not attacked in past. To improve this problem in this paper, we propose unconsciousness
authentication technique that generates 2-Class user model, which trains user’s environmental information and others’ one
using machine learning algorithms. To evaluate performance of proposed technique, we performed evasion attacks:
non-knowledge attacker that does not know any information about user, and sophisticated attacker that only knows one
information about user. Experimental results against non-knowledge attacker show that precision and recall of Class 0 were
measured as 1.0 and 0.998 respectively, and experimental results against sophisticated attacker show that precision and recall
of Class 0 were measured as 0.948 and 0.998 respectively.
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Fig. 1. Architecture of proposed unconsciousness authentication technique
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Table 2. Example of feature conversion
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Table 4. Performance comparison of baseline and user model

Feat Average Confusi
eature Training ontusion Precision Recall F1-Score
Conversion K Matrix
Time

. ~ ~ 9252 2855(1768)
Baseline {26(4) 129905480] Class 0 0.997 0.764 0.865

12023 84(71)
1 0.015sec [48(36)38971657] Class 0 | 0.996 0.993 0.995

Decision 11612 495(397)
e 2 6.291sec [95(77) 38971610] Class 0 | 0.992 0.959 0.975

11564 543(430)
3 0.004sec [75(53) 38971630] Class 0 | 0.994 0.955 0.974

12067 40(36)
| 1 2.581sec [1(1) 38971704] Class 0 | 0.999 0.997 0.998

Support

Vector 2 NA NA NA NA NA NA

Machine 11589 518(431)

J

3 0.033sec [27(21)38971678] Class 0 | 0.998 0.957 0.977

11645 462(392)
1 0.230sec [22(19) 38971683] Class 0 | 0.998 0.962 0.980

Logistic [11213 894(723)}
e 2 1.931sec | |BAVS0 ]| Class 0 | 0.999 0.926 0.961

11231 876(701)
3 0.122sec [2(2) 38971703] Class 0 | 0.999 0.928 0.962
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Table 5. Performance evaluation against non-knowledge attacker

Featur'e Confus.lon Precision Recall F1-Score
Conversion Matrix
35777 91(74)
1 [8202(2568) 35061798] Class 0 0.814 0.997 0.896
Decision 35366  502(412)
Tree 2 [4385(1627) 35065615] Class 0 0.890 0.986 0.935
35318 550(444)
3 [4508(1756)35065492] Class 0 0.887 0.985 0.933
35821 47(37)
1 [ i 35069996] Class 0 0.999 0.999 0.999
Support
Vector 2 NA NA NA NA NA
Machine 35335 533(435)
3 [2084(924) 35067916} Class 0 0.944 0.985 0.964
35212 656(507)
1 [865(181)35069135} Class 0 0.976 0.982 0.979
Logistic 34959 909(725)]
Regression 2 {205(79) 35069795 Class 0 0.994 0.975 0.984
34977 891(703)
3 {207(87) 35069793] Class 0 0.994 0.975 0.985
422 ¥mst B2HR gtk FC1E olg3le] SVMOE 5ol AHgat
2dlS Ak iz w5 Precision®] 0.8
W FAAE BE AREAR] dElA] [P = ke 2 User-Agents €1 J+ A3 ¥4z
= U r-Agent?] A gt kR dw 9= F oA Ads] Hoksr m45e w4l B3] Decision
Ajolet, mebd] 54 Bee] FAAF d3 GE Treeo] A wlRe] ALgA wHlo] rootEelA
SA el o2 B=e] 54 S Ads st User-Agent®] EA 72 B A8l ol
A3k} w5ab] del %ol b $4 skt %E A
FC2& o]&sle] SVMOoE Ahgx wdlgs ws £219] User-Agents 4 & Ag 34z}
914 | Precision®] 0.971% &A= 5% AME- thgt A AxE= Table 7.9 Agl=e] oo},
Ak ol IPHeS AMgsheA 2w Qe AaE FANE FE A el F7h Aug
TAAE] T4 AE gA Aol 7HE FA SAEA o gle] 918 e 2AHel] wel 2-Class A
o} FC1& o]£3le SVMLoe g whsoizl Ahexl » 421 mdlo] ¥4 HoleE Hx AMEAIE 2 EH3)
da FC2 2 FC3& o83l Logistic o] okxlAle] Wolzl Z1& & 4 9l

Regression &2 wEolzl Algz} wdl-& 7|98
w2 W52 Class 09 Precisione] 0.8 wlate

Z [PUES o7 gl AWE FARNA Ab}SE]
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FPRe] 0.1%% Reinforced authentication(9
Hep AREARe} el dlolelE & FEslglen, Bx
AHEAEe] User-AgentE ¥ 9= Ak 3-4x}
of thgt AgeA= TPRe] 25% &As
Reinforced authentication®t} 34 A=& %
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Table 6. Performance evaluation against sophisticated attacker that knows IP bandwidth

Featur'e Confus.ion Precision Recall F1-Score
Conversion Matrix
35777 91(74)
1 [172117(2598)34897883] Class 0 0.172 0.997 0.294
Decision 35366  502(412)
sl 2 [506590(1699)34563410] Class 0 0.065 0.986 0.122
35318  550(444)
3 [404628(1854) 34665372 Class 0 0.080 0.985 0.148
35821 47(37)
1 [1073(186)35068927] Class 0 0.971 0.999 0.985
Support
Vector 2 NA NA NA NA NA
Machine 35335  533(435)
3 [73377(1465)349%623] Class 0 0.325 0.985 0.489
35212 656(507)
1 [22809(373) 35047191] Class 0 0.607 0.982 0.750
Logistic 34959 909(725)}
Regression 2 [5891(479)35064109 Class 0 0.856 0.975 0.911
34977  891(703)
3 [1308(649)35068692} Class 0 0.964 0.975 0.970

Table 7. Performance evaluation against sophisticated attacker that knows user-agent

Featur.e Confus.ion Precision Recall F1-Score
Conversion Matrix
35777 91(74)
1 [27950381(2861)711%19] Class 0 0.001 0.997 0.003
Decision 35366 502(412)
Tree 2 [15879711(1970) 19190289 Class 0 0.002 0.986 0.004
35318 550(444)
3 [17329156(2161)17740844 Class 0 0.002 0.985 0.004
35821 47(37)
1 [5860(189)350641 40} Class 0 0.859 0.999 0.924
Support
Vector 2 NA NA NA NA NA
Machine 35335 533(435)
3 [8753591(1867)26316409] Class 0 0.004 0.985 0.008
35212 656(507)
1 [721121(555) 34348879] Class 0 0.047 0.982 0.089
Logistic 34959  909(725)
Regression 2 [673966(722)34396034 Class 0 0.049 0.975 0.094
34977  891(703)
3 [777592(973)34292408] Class 0 0.043 0.975 0.082
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Table 8. Performance comparison with previous research

Research Non-knowledge Attacker Sophisticated Attacker that
knows user-agent
Proposed method(FC1, SVM) FPR: 0.001, TPR: 0.99 FPR: 0.001, TPR: 0.99
Reinforced authentication(9) FPR: 0.1, TPR: 0.99 FPR: 0.1, TPR: 0.74
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